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As leading economies with progressively digitalised markets, BRICS countries (Brazil, Russia, India,
China, and South Africa) are significant producers of ‘data’, considered to be the ‘new oil'. The
members are investing in digital infrastructure and have sought to establish necessary legislative
policies and frameworks for safeguarding data and critical infrastructure from cyber threats. They
have been active in cyber diplomacy and have engaged in efforts to protect sovereignty in

cyberspace.

It is argued that by adopting new technology, BRICS can ‘outmanoeuvre’ the governance
structures of the ‘old world’.1 To this end, the members have stated interest in a ‘pentalateral’
agreement to create a comprehensive system for issues in the cyber domain.2 BRICS maintains a
consistent stance towards the criticality of the UN as the most important venue for policy
development regarding cybersecurity and governance. For many developing and emerging
countries, BRICS presents an alternative to Western dominance in the global governance hierarchy.

The same is true for cyberspace.

Today, as the Russia-Ukraine war drags on, questions over BRICS’ practicality in a newly
shaped geopolitical landscape are rising. In the near past, China and India have observed strained
bilateral relations; Brazil has witnessed domestic challenges; and Russia is now being shunned by
the Western capitals. The 2022 BRICS Summit (to be hosted by China on June 24) could bring
some changes to the BRICS’ dynamics, with new agendas taking shape. The group is looking to
expand for the first time in 12 years. As BRICS expands, how cyber cooperation can transform is

important to consider.

BRICS’ commitment to challenges in the cyber domain has strengthened over the past
decade. The Moscow Declaration after the 2020 BRICS Summit highlighted the emphasis on
furthering cooperation in the Information and Communication Technologies (ICT) domain under both
the UN and the BRICS framework.

More recently, cybersecurity was highlighted as a top priority by the BRICS leaders at the
previous annual summit in September 2021. The member nations agreed to strengthen joint efforts
to enhance cooperation through information sharing and the exchange of best practices. While
underscoring the significance of establishing legal frameworks of cooperation among the members,
the summit welcomed the successful conclusion of the UN mechanisms (the ‘Group of
Governmental Experts’ and the ‘Open-Ended Working Group’) on cybersecurity and the use of the
ICTs.3
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Cyber in BRICS

Over the years, several countries have shown a desire to join BRICS. Beyond an increased stature
in world politics, BRICS membership provides an avenue for countries to showcase their regional
leadership credentials. In 2018, when Turkey expressed its interest in joining BRICS, it was argued
that the group cannot expand until there is a ‘fine-tuned mechanism’ for new agreements.* However,
the situation seems to have changed. Last month, Russian Foreign Minister (FM) Sergei Lavrov
relayed Saudi Arabia’s and Argentina’s desire to become full-fledged BRICS members.> China has
supported Russia’s stance. The Chinese foreign ministry remarked that Beijing will actively promote
BRICS expansion for global partners to join.6 An expanded BRICS will not only seek strengthened
cooperation for challenges in the cyber domain but will also aim to forge a non-Western perspective

toward international law and governance in cyberspace.

Argentina’s membership has received strong support from its neighbour, Brazil.” Brazil has
backed both the US and Russian draft resolutions on cyber/information security issues in the UN. It
worked on a bilateral agreement on cooperation on information security with Russia in 20188 and
has a Declaration of Intent on cooperation in ICT with India®. Argentina is in a ‘Comprehensive
Strategic Partnership’ with China, and despite increasing espionage-related concerns over Chinese

firms like Huawei, Buenos Aires has welcomed the company for Argentina’s cellular networks.10

Similarly, Indonesia has active cyber partnerships with its members. Jakarta signed a
memorandum of mutual understanding on cybersecurity with India in 201711 and an agreement on
cybersecurity cooperation with Russia in 202012, It has fully supported the Russian initiatives on
information security at the UN. The Chinese foreign minister, Wang Yi, noted that as a strong

representative of emerging economies, Indonesia is a potential candidate for BRICS expansion.13

The Russian FM has highlighted Saudi Arabia as another significant candidate. Amidst the
Ukraine war and the Western shunning of Russian companies, products and services, Saudi Arabia
has welcomed Kaspersky (Russia-based cybersecurity and anti-virus company) to Riyadh.14 It is
argued that though Riyadh has traditionally relied on Washington for security assistance, it no longer
feels the same way since the US withdrawal from Afghanistan. This has resulted in closer Moscow-
Riyadh relations. For India too, Saudi Arabia has assumed greater significance in recent years. The
two countries are mutually identifying new areas of cooperation in intelligence sharing, counter-
terrorism, Al, and cybersecurity.1> While the above facts highlight that BRICS expansion can bolster

its cyber agenda, several underlying factors affect this situation.
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Undercurrents

Currently, the Budapest Convention serves as the sole international treaty addressing cybercrimes.
It seeks to harmonize national laws, improve investigative techniques, and increase cooperation
among nations. While several non-European states have acceded, Russia, India, and China (RIC)
have remained non-signatory. India maintains that the convention was drawn without its
participation. For Russia, some aspects of the convention are unacceptable as they violate state
sovereignty. To overcome what has been termed ‘Cyber imperialism’, RIC seeks to coordinate
efforts toward new cybersecurity frameworks. Deliberations over a Russia-proposed mechanism for

cybercrime have been ongoing in the UN since 2019.

At the previous summit, the leaders agreed to cooperate on establishing legislative
frameworks for the cyber domain. However, since then, Brazil has signed the Budapest Convention.
For BRICS, this highlights a point of divergence from strategic consensus and will complicate

BRICS'’ priorities toward cyber cooperation.16

Another concern is the strained India-China relations. An increasingly aggressive China (both
in the physical and cyber realms) has encouraged New Delhi toward closer cooperation with
Western partners. This is visible in India’s increasing engagement with the Quad, where
cybersecurity is now a top priority. In this light, India’s ability, and vision towards balancing national

interests in the Quad and BRICS will come under the spotlight.

Way Ahead

To some extent, the frictions and divergent interests among the members indicate the fragile state
of the group. For RIC countries, BRICS serves as a significant avenue for consensus building and
seeking equality on global governance issues. An expansion can re-strengthen BRICS and help
reinforce its values and agenda. It will also provide an opportunity for Russia to reinforce BRICS’
stance on information security. For China, it will help boost its clout in global politics as nations seek

non-Western alternatives for cooperation.

As BRICS is characterized by members having significantly different political systems and
ideologies, intra-BRICS frictions run the risk of grounding the group’s potential. With every member
pursuing its agenda, harmonisation of interests will be an absolute necessity for BRICS expansion.
How the members deal with increasing global tensions between the East and the West is also a

guestion.
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