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Introduction

Generative Artificial Intelligence (GenAl) has transformed contemporary digital
information by reducing the time, skill, and cost required to create persuasive
synthetic content. While synthetic media offers significant benefits for creativity and
communication, it also enables the creation and dissemination of deepfakes and
other forms of synthetic media for impersonation, fraud, reputational harm, election
interference, and strategic information operations. The proliferation of false information
through such content therefore presents both a technical and social challenge. As the
content creation is reaching beyond the nominal human ability to validate the veracity
of information, mechanisms for verification of Al-enabled synthesis have emerged.

The problem is not limited to identifying whether a particular image, video, or audio
clip is authentic. The deeper challenge is the erosion of shared trust and factual
basis for democratic deliberation. When citizens cannot reliably distinguish genuine
evidence from fabricated material, public trust in institutions, journalism, elections,
and even verifiable events can weaken. The resultant “liar’s dividend”" allows genuine
material to be dismissed as artificial, while fabricated material can be circulated before
verification mechanisms respond.

Itisespecially vulnerable fordemocratic societies like India, because theircommitment
to free expression and open information flow can be exploited to disseminate Al-
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generated disinformation faster and more persuasively than fact-checking mechanisms
can respond. In July 2026, the removal of posts related to India’s political leadership?
and student protests over examination-paper leaks® has triggered concerns about
freedom of expression and control of information over online social media platforms.
This incident exemplifies the growing uncertainties over whether content restraints
resulted from state or non-state intervention, platform moderation practices, automated
systems, or other external pressures that shaped public discourse.

This brief examines how GenAl-enabled synthetic media challenges the authenticity
of digital evidence. Further, it provides recommendations for the Indian context through
the lens of existing regulatory responses in the pervasive information environment. It
arguesthatIndiashould respondthrough alayered whole-of-nation approach comprising
technical provenance and forensic verification, independent and multilingual fact-
checking, accountable platform governance, proportionate intermediary obligations,
international cooperation, and transparent procedural safeguards.

Digital Authenticity and Verification

Synthetic content challenges conventional evidentiary assumptions. Historically,
photographs, recorded conversations, and videos have carried substantial persuasive
value because they tend to preserve direct traces of real-world events. In the Al era,
such material cannot automatically be treated as conclusive proof. Authenticity must
increasingly be established through corroboration, source provenance, metadata,
trusted institutional verification, and contextual analysis. This growing need for
verification is closely linked to the technological maturity of existing GenAl systems
and common understanding of their capabilities.

Machine-synthesised or tampered multimedia leaves detectable artefacts.* Original
multimedia contains unique signatures due to the natural characteristics of human
audio or imagery. Therefore, existing
verification techniques need to be || Deepfake-forensics techniques can be
improved to identify these unique traits of || strengthened with a combination of
online media content. Deepfake-forensics || verifiable accounts of who produced it,
techniques can be strengthened with when it was created, what it depicts and
a combination of verifiable accounts of || Whether it has been materially altered.
who produced it, when it was created, Techniques such as watermarking, source
what it depicts and whether it has been
materially altered. Techniques such as
watermarking, source fingerprinting,

fingerprinting, content credentials, and

embedded metadata can strengthen this

process.

08 OCTOBER 2026 | PAGE -2



} Centre for Aerospace Power and Strategic Studies _ ISSUE BRIEF

content credentials, and embedded metadata can strengthen this process. Tech
giants such as Google,® Microsoft,® and lately Anthropic” are actively developing and
implementing technical solutions for watermarking GenAl content. However, these
techniques may be weakened through re-editing, format conversion, screen capture,
or deliberate evasion, while content generated through non-participating systems
may carry no provenance signal at all. For this reason, India should treat technical
provenance as part of verification, while also considering the institutions and platforms
required to verify and communicate findings to users.

India currently relies on fact-checking institutions to assess online content. Meta’s
shift from third-party fact-checking to the Community Notes model in the United States
(US), aimed at reducing enforcement mistakes, raises doubts about the efficacy of
third-party fact-checkers.® This shift also reversed the direction of trust and safety
mechanisms against harassment, hate speech, and disinformation.® The reduction of
fact-checkers in India is indicative of an asymmetric approach to content verification
across the globe.’™ Such changes could weaken timely and credible assessment of
manipulated content. Community Notes relies on contributions and agreements among
users with different perspectives, which affects the consistency and reliability of content
verification.

India’s Verification and Information Environment

India’s institutional fact-checking initiatives indicate the importance of visual and
regional-language verification. The Press Information Bureau (PIB) Fact Check Unit
has been functional since 2019."" During Operation Sindoor in May 2025, it reported
blocking over 1,400 Universal Resource Locators (URLs) carrying disinformation
propaganda against India and the Indian Armed Forces (IAF).'? Shakti,” a pan-India
joint project launched ahead of the 2024 Indian general elections, connected fact-
checkers and news publishers to combat misinformation. DataLEADS,'*a member of the
International Fact-Checking Network (IFCN)'? initiative, was instrumental in addressing
fake news, covering over 60 per cent of content in various regional languages over
three months. About 86 per cent of the fact-checked content was visual, of which 2
per cent comprised Al-generated deepfakes. However, the information environment is
evolving beyond individual instances of false or manipulated content.

Large Language Models (LLMs) have significant capabilities for generation and
coordination of persuasive content at scale. Coordinated Inauthentic Behaviour (CIB)
is observed across social media platforms, where Al models generate comments
and articles to conduct cyber scams and influence public opinion. OpenAl revealed
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activities indicating the coordinated use
of GenAl content for gaining engagement
and popularity.’ The  persuasive
power of Al models depends on post-
training prompting rather than scale and
personalisation. Conversational LLMs
optimised for persuasion tend to produce
factually incorrect information and have

Online platform defences are improving
but
manipulation by threat actors and AI-
enabled The

likelihood of manipulation remains high

remain insufficient to prevent

inauthentic accounts.
due to limited detection of distributed
activities and inability to monitor the

supporting financial network.

the potential to falsify information."”
Online platform defences are improving but remain insufficient to prevent manipulation
by threat actors and Al-enabled inauthentic accounts. The likelihood of manipulation
remains high due to limited detection of distributed activities and inability to monitor the
supporting financial network.'® These capabilities are increasingly reflected in political
persuasion and information operations.

The use of LLMs for political persuasion and information operations was evident
during the 2024 United States Presidential, 2025 Canadian Federal, and Polish
Presidential elections. Al models provide evidence-based supporting facts, making
them more effective than psychological persuasion, including social influencing
and engineering." For India, this is particularly relevant given its multilingual and
diverse information environment. Recognising Foreign Information Manipulation and
Interference (FIMI) as a serious threat to freedom of expression, the European Union
(EU) has strengthened strategic communication in response to threats and actors
targeting EU policies.?® While LLMs can quickly proliferate information manipulation
operations in a coordinated fashion, they can also be utilised to analyse data patterns
to detect manipulative framings.?' EU initiatives such as the Democracy Action Plan
and Democracy Shield Initiative, backed by the legal framework of the EU Digital
Services Act,?? provide relevant policy approaches for strengthening the resilience of
the information environment.

India’s Regulatory Response to Synthetic Media

India has addressed online-content governance primarily through the Information
Technology (IT) Act, 2000 and IT (Intermediary Guidelines and Digital Media Ethics
Code) Rules, 2021. The February 2026 amendments introduced the category of
“synthetically generated information” (SGI), which includes all forms of audio, visual,
and audio-visual information, including modification or alteration. It necessitates due
diligence obligations on relevant intermediaries to include technical measures to
prevent unlawful SGI.2® It also mandates social-media intermediaries to remove or
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disable access to unlawful content within three hours of receiving a court order or a
valid, reasoned intimation from the government or its authorised agency, instead of the
earlier 36-hour period. The rules also reduce the timeline for resolving user grievances
about prohibited content from 72 hours to 36 hours. Further, the time limit to resolve
user grievances has been reduced from 15 days to seven days.?* This accelerated
requirement aims to limit the rapid dissemination of unlawful synthetic media, including
deepfakes and Al-enabled impersonation. Any online content can achieve its intended
impact within a short period after upload.?® However, faster content removal has
been criticised for infringing freedom of expression and democratic principles.?® Due
to reduced timelines for content removal and user complaints, intermediaries tend
to automate these processes, which may undermine freedom of expression through
undue censorship without due regard for content creators. The legitimacy of rapid
takedown obligations depends on procedural safeguards. Takedown directions should
be written, reasoned, and based on clearly defined legal grounds. Platforms should
notify affected users, explain the reasons for removal, and establish accessible appeal
procedures.

Recommendations: Building Democratic Resilience Against Synthetic Media

India should respond to GenAl-enabled disinformation through a layered framework
of democratic resilience. Individual measures, such as technical verification, algorithmic
detection, content removal, legal action, and fact-checking, are insufficient when
implemented in isolation. A sustainable response should therefore require a whole-
of-nation approach that combines technological, institutional, regulatory, and societal
measures, while promoting citizen awareness, responsible digital behaviour, and
protection of lawful freedom of expression.

+ Technological Innovation and Coordinated Technical Defence. Al and Machine
Learning (ML) should be utilised for deepfake detection, source identification and
attribution. India should strengthen
watermarking, fingerprinting,
embedded metadata, and other
persistent provenance mechanisms
to establish the authenticity and
origin of digital content. Coordinated
defences should be developed
through threat-intelligence sharing,
behavioural-pattern analysis, and
detection of Coordinated Inauthentic
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Behaviour (CIB). LLMs and other Al systems should also be used defensively to identify
coordinated campaigns, detect manipulative framing, and support rapid verification of
emerging information threats.

* Policy, Regulation, and Multi-Stakeholder Accountability. Policy and regulatory
frameworks should facilitate the responsible adoption of technological solutions
through a multi-stakeholder model involving government, intermediaries, researchers,
journalists, civil society and technology developers. The framework should establish
clear legal safeguards and accountability mechanisms for intermediaries. Intermediary
obligations should include transparent procedures, reasoned decisions and effective
accountability mechanisms to prevent arbitrary or excessive removal of lawful content.
Synthetic-content governance should maintain an appropriate balance between privacy,
freedom of expression and the security of individuals and the state.

« Institutional Capacity and Public Resilience. Governance at all levels should
strengthen institutional capacity for effective oversight and information verification
while balancing individual privacy and national security. Institutional fact-checking
capabilities should be strengthened, particularly for regional languages, visual content,
and rapidly evolving deepfake techniques. Media literacy, digital literacy, and public
awareness should be promoted to help citizens identify manipulated content, verify
sources and resist emotionally manipulative narratives. Responsible digital behaviour
and citizen participation should be integral to the whole-of-nation approach.

* International Cooperation and Common Standards. India should strengthen
international cooperation to address the cross-border nature of Al-enabled information
manipulation and Foreign Information Manipulation and Interference (FIMI). This should
include developing common standards for interoperable technical systems, technology
transfer and cooperation, threat intelligence sharing, legal cooperation, information
sharing and the exchange of best practices. This also supports coordinated responses
to cross-border influence operations and strengthens the interoperability of national
verification and attribution capabilities.
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